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The Vanguard® SC 370 controller is designed to be monitored by Flash Technology and other 3rd party
NOC’s. Instructions to configure the modem for 3rd party SNMP monitoring are presented below.

These instructions are intended for the use of 3rd parties who are already familiar with SNMP type
monitoring and have the systems needed to support it. Flash Technology is not able to provide training
or systems support beyond the setup and operation of their equipment.

1. Configuring Modem for custom SIM card

The SIM card used in the LTE Multitech modem must be configured to connect to the correct access
point name (APN) on the appropriate network. This is achieved in one of two ways.

1.1 Manual modem configuration of SIM card settings.
User sets up modem and configures SIM card settings. With this process, the Vanguard SC 370
controller will not communicate with the modem to fetch signal strength or IP address. Port-
forwarding modifications are permitted.

1.2 Customized SIM card option using the Vanguard System webpage
User needs the APN for the SIM card in use. The Vanguard SC 370 controller communicates with
the modem and configures SIM card APN to provide signal strength and IP address data through
SNMP GET commands. However, port-forwarding changes are not permitted. Vanguard IP
address needs to be configured to 192.168.1.11 which is a default configuration.

1.1 Manual modem configuration of SIM card settings:
1.1.1 Connect the SC 370 controller and modem as shown in the Product Manual/Info Card in the

box.
1.1.2 If a SIM card has already been installed and needs to be replaced, use the following
procedure:
1.1.2.1 Push down on the SIM card and release so the spring clamp can release it.
1.1.2.2 Insert the new SIM and push in until it locks into place.

1.1.3 Ensure that the antenna is connected to the port marked “Cell” and not to the port marked

IIAUX”.
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1.1.4 Power up the modem.
1.1.5 Configure the computer/laptop to a static IP address, for example 192.168.1.100.
1.1.5.1 The default modem IP address for the SC 370 controller is 192.168.1.10.

1.1.6 Connect the Ethernet cable (straight) from Modem to computer.

1.1.7 Open a command prompt on the laptop and perform a ping to ensure a connection to the
modem.

1.1.8 Confirm ability to login to the modem by opening a web browser and typing in the address
http://192.168.1.10

1.1.9 Modem login page appears as below. Enter “admin” for both username and password.

MULTITECH(@®)

MultiConnect® rCell v3.1.4

Usemame:

Passwond:

Login

1.1.10 The home page of the modem appears as below. If a setup wizard appears, then exit out of
it.

1.1.11 Note that the Cellular IP address field (highlighted in the picture below) displays the
message “Not Acquired”.
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Home

Save and Restart
Setup

Cellular

Firewall

SMS

Tunnels

Administration

Status & Logs

Commands

Copyright @ 1995-2017
Multi-Tech Systems, Inc.
All rights reserved.

Router

Model Number MTR-LAT1

Serial Number 17919442

IMEI

Firmware

Current Time

358942050011510
3.6.0

04/03/2017 02:05:53

Up Time 0:03:47
WAN None
Transport
Cellular
State Stopped
Mode PPP
Signal

ooall
Connected 0:00:00

I IPv4 Address Mot Acquired

Roaming Mo
Tower 0000167

LAN

MAC Address
1P Address
Netmask
Gateway
DNS

DHCP State

Lease Range

00:08:00:88:1E:72
152.168.1.10

255.255.255.0

192.168.1.10

Not Acquired

Enabled

192.168.1.100 - 192.168.1.254

Last updatad: 02:432:31

1.1.12 Select the “Cellular” button on the left side of the menu by clicking on it as indicated.

MULTITECH@®)
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IMEI
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L Time

WWAN Traresport
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Signal
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F7904504 Rev 1

MuliConnect® rCell - Intelligent Wireless Router
WTRLAT] Fenass 160

MTHR-LATL
17019442
ISER4T050011510
350

OAFSP0NT 18:51:10
1wy 22:ddd5

Coldar

PPP Link s up

P

Uncontrolled if
Printed

LAM
MAL Address
P Address
Psamas

Let b T
DHS

CHCP S

Lease Range

Loggedln:_asmn
R

0008 DORE1E-T2
192.168.0.10
255755 1550

192.168 110
Mol Acguingd
Eruasieg
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1.1.13 Select the “Cellular Configuration” option to reach the page displayed below.

Enabied [} Mote FPP _.I
Connect Timeou E Dial-on-Demand

Diialing Max Feiries o

S ModemConfguwation
Radio Stabus

Dial Number FEE Ini Swingl AT+50

Comnect Suing COMNNECT it STing2

Dial Prefix ATDT Ini 5Ting3

SIM Pin Init Sringd

Enabled
Inaenval &0 Keop Alve Type La j
Hosmame: BCMP Cownt 4

Enabied

Window &0 minaes

1.1.14 Enter the APN provided by your cellular carrier in the field highlighted by the red arrow in
the picture above and submit it by clicking on the “Submit” button.
NOTE: For Verizon customers, APN’s are managed by Verizon dynamically Over the Air
(OTA). If you have a Verizon modem and do not see an APN field, you can skip this step.
1.1.15 Update the settings as shown below and click on the “Save and Restart” button.

Home ? Reset To Default

and Restart

Enabled = Mode PPP 7
Cellular )
Connect Timeout S0 Dial-on-Demand O
Cellular Configuration
- 0
Wake Up On Call Dialing Max Retries
e Modem Confguation
Radio Status
Dial Number hE R k-4 Init String1 AT+C5Q
Connect String CONNECT Init String2
Sk

Dial Prefix ATDT Init String3

Tunnels
SIM Din

Init Strinna ll |
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1.1.16 When modem rebooting is complete, login again.

Home *..-_

Save and Restart

Cellular

Rebooting Device...

| ]

Firewall

1.1.17 Verify that the Cellular IP address has been acquired by checking the “IPv4 Address” field
(highlighted in the picture below). If the IP address does not appear or if the cellular state

does not change to “PPP linkup”, then go back and verify that the modem has accepted the

MultiConnect® rCell - Intelligent Wireless Router lrgg=iline =inn (e
MULTITECH MIR-LATS Firmvare 3.6.0 e
CED o-vice imformation
Save and Restart Router LAN
Model Number MTR-LAT1 MAC Address  00:08:00:88:1E:72
cellular Serial Number 17915442 IP Address 192.168.1.10
X IMEIL 358942050011510 Netmask 255.255.255.0
Firmware 3.6.0 Gateway 152.168.1.10
Current Time  04/03/2017 01:44:05 DNS Not Acquired
Up Time 0:02:39 DHCP State Enabled
Administration WAN Cellular Lease Range 152.168.1.100 - 192.168.1.254
Transport
Status & Logs
Cellular
.
State PPP Link is up
Signal
Copyright @ 1995-2017 DDDDD
Multi-Tech Sy , Inc.
uﬂmg;ms 5.—’;;':,2.1‘"( Connected 0:01:12
I 1Pv4 Address 10.64.64.12 I
Roaming No
Tower 0000167

Last updated: 03:21:42

1.1.18 To set up port-forwarding for your network click on the “Firewall” and the “Settings” options
as highlighted below.
1.1.18.1 Add or edit the rules for the specific need.
1.1.18.2 Default port-forwarding settings for SNMP monitoring ports are 161, 162, FTP, SSH and
webpage access port 80 to 8080.
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Mame WAN Parts Destination 1P Pratecal
& o3 3 192.168.1.10:23 =] SR
& pomzo 20 192.168.1.1120 uoP SR
& pomsas0 S4650 192.168,1.11-71 TCPLIDP SR
& poazz 22 192.168.1.11-22 TCP SR
& poml 1651 192.168.1.11°161 uoP SR
& ponlsz 152 192.168.1.11-162 TCRUDP SR
& poasosn BOBD 192.168.1.1180 TCP SR
& poasasal 54631 192.168.1.11° 54631 TP SR
& peasseas 54835 192 1681 1154835 TCR SR

Y ———— Harme Action Source Dstinaticn Pratocal

Hame

Action MAC Protocel

1.1.19 If the Vanguard LAN IP address is changed, then the port-forwarding table shown above
must be modified to update the LAN IP address.

1.1.20 To configure multiple modems, save the modem configuration to a file, then upload the
configuration file to the other modems in a single step as shown below.

1.1.21 Click on the highlighted “Save” button to save the file.

Restore Configuration From File Restore ﬁ

Save Configuration To File

Home

Reset To User-Defined Configuration

Access Configuration

Certificate Management set Current Configuraton As User-Defired Detaut ([ R

Remote Management Clear User-Defined Default

Natifications

Web Ul Customization User-defined default configurations are used to set deployment-specific default setings, overriding the factory default

Firmware Upgrade configurations. When the RESET button on the device is held for 5 seconds, the unit will be reset to the user-defined
default settings if set, otherwise factory default settings.

To override user-defined default configurations and restore the unit to factory default, press and hold the RESET
button on the device for 30 seconds.
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1.1.22 For the next modem, select the “Browse” button (highlighted in the picture above) and
upload the configuration file that was previously saved by clicking on the “Restore” button.

g dR

Restore Configuration From File m _
Save

[
I

Reset To User-Defined Configuration

Access Configuration

Certificate Management Set Current Configuration As User-Defined Default set

Remote Management Clear User-Defined Default

Natifications

‘Web Ul Customization User-defined default configurations are used to set deployment-specific default settings, overriding the factory default

Firmware Upgrade configurations. When the RESET button on the device is held for 5 seconds, the unit will be reset to the user-defined
default settings if set, otherwise factory default settings

To override user-defined default configurations and restore the unit to factory default, press and hold the RESET
button on the device for 30 seconds.

1.1.22.1 If SIM cards are from multiple carriers, configurations will have to be maintained
independently for each carrier.
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1.1.23 Click on the popup and allow the modem to reboot.

All current settings will be replaced.
Do you wish to upload the configuration and restart?

| Cancel | OK |

e‘ 2 mlnﬂlgzllre ~ @9Ce.C X” @& MultiConnect® rCell X l I -

Home
1" Rebooting Device...

Save and Restart

Setup

Cellular
Firewall
Tunnels
Administration
Status & Logs

Commands

Copyright @ 1995-2015
Multi-Tech Systems, Inc.
All rights reserved.

MULTITECH@ r#_lggorwifg ‘:Cell - Intelligent Wireless Router Se::ied In:_admin

il n

m

1.1.24 After the modem reboots itself (may take a few minutes), type
https://192.168.1.10/login.html into the browser address bar and enter.
1.1.24.1 If the modem does not return to the login page, try refreshing the webpage.

Technical Bulletin F7904504 Rev 1 Page 10 of 21
Vanguard SC 370 Setup for Uncontrolled if
Modem and SNMP Monitoring Printed



FLASH TECHNOLOGY 7

1.1.25 When logged in, click on the “Administration” tab on the left side of the screen, then on the
“Save/Restore link” and finally on the “Set” button under User-Defined Default section.

.

?

Restore Configuration From File
Setup

Reset To User-Defined Configuration m

Administration

T

Access Configuration

Certificate Management Set Current Configuration As User-Defined Default e

Remote Management Clear User-Defined Default

Notifications

‘Web Ul Customization User-defined default configurations are used to set deployment-specific default settings, overriding the factory default
Lo | oo o configurations. When the RESET button on the device is held for 5 seconds, the unit will be reset to the user-defined

default settings if set, otherwise factory default settings

Debug Options To override user-defined default configurations and restore the unit to factory default, press and hold the RESET
5 button on the device for 30 seconds.

Click on OK button in the popup window.

Messag from o —c

The currently saved system configuration will become the default
| configuration, i.e. user-defined defaults will replace factory defaults.
[: Continue?

[ ok ] [ Cancel
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1.1.26 Click on the “Save and Restart” button to save user defaults.

0 User-Defined Default Saved as Default Configuration

Restore Configuration From File

Save Configuration To File

Reset To User-Defined Configuration

Set Current Configuration As User-Defined Default

Clear User-Defined Default

Web Ul Customization User-defined default configurations are used to set deployment-specific default settings, overriding the factory default

Firmware Upgrade configurations. When the RESET button on the device is held for 5 seconds, the unit will be reset to the user-defined

default settings if set, otherwise factory default settings.

Debug Options To override user-defined default configurations and restore the unit to factory default, press and hold the RESET
Suppaort
1.1.27 The modem is ready for monitoring. Reconnect the Ethernet cable from the modem to the

SC 370 controller.

button on the device for 30 seconds.
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1.2 Customized SIM card option using the Vanguard webpage

1.2.1 Connect the SC 370 controller to the computer using straight Ethernet/CATS5 cable. Make
sure to configure computer to static IP address 192.168.1.100.

1.2.1.1 Default IP address for Vanguard SC 370 is 192.168.1.11.

1.2.2  Confirm the connectivity to SC 370 by opening the browser and typing the address
http://192.168.1.11

1.2.3 The Vanguard System webpage appears as below irrespective of the modem type.

FLASH TECHNOLOGY #

Product Manual

Site Name: Not Set

Site ID: Not Set

For Support: 1-800-821-5825

Tower Lighting Status

Description Value

Controller FTS 370d
Tower Lighting Type Dual
Total Beacons 1

Total Marker Tiers 1
Total Alarms Qo

1.2.4 Click on the “Configuration” button and then “Cellular Modem” to configure for customized
SIM card with APN as shown below.

Event History

Event Log J

Vanguard System Diagnostics

Diagnostics J

Download Log File

Download Log File ]

Configuration

Configuration ]
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Vanguard Configuration

Tower Lighting

"
et | S | — | S—

SNMP Settings

Login Settings

System Settings

= 2017 SPX Coorpeoration

1.2.5 Click on the “Configuration” menu and select “Customized” from the drop down options.
Menu

Back | Home |

* ATAT Ddrect: SIM card Is blustashibe front and orandge on the baok.
* ATAT ROW and ROW2: SIM card 15 Solid white.

Vanguard Cellular Modem Configuration

Description current Value Set value

Changing this setting could prevent further communications to the system.

S Card Type marrow:  (LaSelesid v)|

— Select —

Commit Settings J Cancel J AT&T Direct
ATET ROW

ATET ROW2Z

= 2017 SPX Cornp-oration Customized

1.2.6 Follow the messages on the webpage to configure the customized APN provided by the SIM
card network carrier.

Technical Bulletin F7904504 Rev 1 Page 14 of 21
Vanguard SC 370 Setup for Uncontrolled if
Modem and SNMP Monitoring Printed



FLASH TECHNOLOGY 7

Please enter custom APN value.

Changing this setting could prevent further communications to the system. Are you sure?

l_., e I ——

Vanguard Cellular Modem Configuration

_ Current
Description Set value
P alue

changing this setting could prevent further communications to the system.

amcadnpe  Customzeq SSISEM V)

[u:ustnmapn.u:arrie r.com ]

Commit Set] Cancel| Home |

1 2017 SPX Corporation
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1.2.7

In this instance the default port-forwarding table is fixed and is not editable. User
modifications will periodically be overwritten by the firmware.

Home

Advanced Settings

It
Setup o
Name 'WAN Ports Destination IP Protocol

Cellular

& Pporzs 23 192.168.1.10:23 TCP 7R

Firewall
- & porzo 20 192.168.1.11:20 uDP P
Static Routes & Ppors4690 54690 192.168.111:21 TCPIUDP 7R
& Pport22 22 192.168.1.11:22 TCP 7R
& Ppomsl 161 192.168.1.11:161 uDP 7R
Administration & por162 162 192.168.1.11:162 TCPUDP 7R
Sta & Pporsos0 8080 192.168.1.11:80 TCP 7SR
& Pporsasal 54631 192.168.1.11:54631 TCP 7R

Help

& Port54635 54635 192.168.1.11:54635 TCP P

Add Rule
Copyright © 1995-2017

Multi-Tech Systems, Inc.
All rights reserved. Mame Action Source Destination Protocol

Add Rule

Name Action MAC Protocol
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2. Configuring Vanguard SC 370 for SNMP Monitoring:

2.1 Connect the Vanguard controller to a computer using a straight Ethernet/CATS5 cable.

2.1.1 Default IP address for SC370is 192.168.1.11

2.2 Confirm the connectivity to the controller by opening the browser and typing the address
http://192.168.1.11

2.3 To address the webpage over WAN, use address http://WANIPADDRESS:8080

2.4 The Vanguard System webpage appears as below, irrespective of modem type.

FLASH TECHNOLOGY #

Product Manual

Site Name: Not Set

Site ID: Not Set

For Support: 1-800-821-5825

Tower Lighting Status

Description Value

Controller FTS 370d
Tower Lighting Type Dual
Total Beacons 1

Total Marker Tiers

1
Total Alarms Qo

2.5 Click on the “Configuration” button on the webpage and then “Monitoring” to configure for
Ethernet SNMP monitoring as below.
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Event History

Event Log J

Vanguard System Diagnostics

Diagnostics ]

Download Log File

Download Log File ]

Configuration

Configuration ]

FLASH TECHNOLOGY #

Site Name: Not Set

Site ID: Not Set

For Support: 1-800-821-5825

Menu

Home I

Vanguard Configuration

Tower Lighting

Monitoring

Network

| St [ Nt [ N

SNMP Labels

Cellular Modem I

[ SNMP Settings

Login Settings

System Settings

0 2017 SPX Corporation

2.6 By default, “Primary Monitoring Configuration” will be disabled. Set the Monitoring method to
“SNMP Settings” and click on “Commit Settings”.
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Menu

C 6ok ) C tome )

Primary Monitoring Configu_—_ saject —
Disable
Cellular Eagle

Description Current Value

Monitoring Method Disabled
Primary IP Addr

Primary Port

Alternate IP Addr

Alternate Port

Listen Port

Automatic Update Interval 11 Hour(s) wen S@IBCE ===

Alternate Monitoring Configuration

Description Current Value Set Value

Manitoring Method RS485 Modbus - Select —- w
Baud Rate 9600

Station Address |:
Automatic Update Interval Disabled

=1

2.7 Configure Primary IP address, Alternate IP address and port numbers as per the SNMP NMS
server settings. By default, the port number for reporting traps is 162, and 161 for GET/SET

commands.
Technical Bulletin F7904504 Rev 1 Page 19 of 21
Vanguard SC 370 Setup for Uncontrolled if

Modem and SNMP Monitoring Printed



FLASH TECHNOLOGY 7

Site Name: Not Set

Site ID: Not Set

For Support: 1-800-821-5625

Menu

Back Home I

Primary Monitoring Configuration

Description Current Value Set Value

Monitoring Method Ethernet SNMP | — Select — -1
Primary IP Addr 192.168.1.123
Primary Port 162

Alternate IP Addr 192.168.1.124
Alternate Port 162

Listen Port 161

Automatic Update Interval 11 Hour(s) | —Select— 2|

Alternate Monitoring Configuration

Description Current Value Set Value

Manitoring Method RS485 Modbus | — Select — ~
Baud Rate BE00

Station Address 2

Automatic Update Interval Disabled

Commit Settings J Cancel J Home ]

© 2017 SPX Corporation

2.8 For initial testing, set the Primary IP address to 192.168.1.100 and click on submit.

2.9 The Vanguard SC 370 controller is now set for SNMP monitoring with community string “public”
for GETs/SETs.

2.10 To configure SNMP V2C/V3 settings, change the configuration in System Settings and
SNMP settings. Refer to the product manual available on the Vanguard homepage, or download
from the Flash Technology website
https://www.flashtechnology.com/knowledge-base/

SNMP Settings: F7904503-Technical-Bulletin-SC370-SNMP-Trap-Interface-Revl.pdf
Product Manual: 7913702-FTS-370d_w_r-Catenary

2.11 SNMP MIBs are available at the web link below. Always refer to the MIBs associated

with the latest firmware version

https://www.flashtechnology.com/knowledgebase/vanguard-software/

2.12 For a Linux machine, run the “tcpdump” command with port settings 162. You will see
SNMP traps by flipping the manual mode switch on the Vanguard controller
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Command example: tcodump -i ethO (Ethernet interface) port 162

2.13 For a Windows® machine, try any available MIB browser to view the traps or to perform
WALK/GET. You can also use any network protocol analyzer or Windows packet capture utility
filtering on port 162. The firewall settings may need to be updated to allow UDP traffic.
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